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Abstract

Multi-robot systems already constitute the backbone of many modern robotics applica-
tions, from warehouse management to self-driving cars, and have the potential to impact
other fields, including search and rescue and planetary exploration. These applications
involve a team of robots executing a coordinated task in an unknown or partially known
environment and require the robots to have a shared understanding of the environment

and their location within it.

SLAM (Synchronous Localization And Mapping) enables one or more robot to build a
map of the environment while localizing themselves within it. After decades of studies
that led to robust and efficient single-robot SLAM systems, recent attention has shifted
to collaborative multi-robot SLAM, where the agents cooperate in order to achieve a con-
sistent global map by exchanging local information. Multi-robot SLAM provides valuable
opportunities for enhanced efficiency, robustness, and parallelization. However, it also

poses significant challenges related to scalability and data consistency.

Recent studies showed that the robustness of a multi-robot system can be compromised
in the presence of even a single misbehaving or malicious robot that shares false infor-
mation with the other agents. Specifically, in a collaborative SLAM scenario, corrupted

information can lead to the creation of an incorrect map.

This thesis studies the robustness of a state-of-the-art framework for multi-robot SLAM
called Swarm-SLAM. Following a recent study that first proposed a protection layer on
Swarm-SLAM, I show that the system is still vulnerable to the presence of certain types
of misbehaving robots (which are called Byzantine robots in the literature) that can act
on different sections of the framework. Inspired by recent studies on blockchain-based
swarm robotics, I demonstrate that blockchain technology can enhance the robustness
of a multi-robot SLAM system by enabling the rejection of incorrect information and
the identification of Byzantine robots. Therefore, I create a second protection layer for
swarm-SLAM developing a reputation mechanism to penalise Byzantine robots that I
test with a set of simulations using a variable number of robots. Through this reputation

mechanism, the accuracy of the map is improved in comparison with the solution returned
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by the unprotected swarm-SLAM

This work also explores the physical implementation of swarm-SLAM, highlighting the
practical challenges faced during real-world deployment, particularly hardware limitations

associated with the use of low-cost robots, typical of swarm robotics.

Keywords: swarm-SLAM, C-SLAM, multi-robot-SLAM, swarm-robotics, collective de-

cision making, blockchain technology
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Abstract in lingua italiana

I sistemi multi-robot costituiscono gia oggi la base di molte applicazioni robotiche mod-
erne, dalla gestione dei magazzini ai veicoli autonomi, e hanno il potenziale per influenzare
anche altri settori, come le operazioni di ricerca e soccorso o l’esplorazione planetaria.
Queste applicazioni prevedono 'impiego di un gruppo di robot impegnati in un compito
coordinato in un ambiente sconosciuto o parzialmente noto, e richiedono che i robot con-

dividano una comprensione comune dell’ambiente e della propria posizione al suo interno.

La tecnica SLAM (Synchronous Localization And Mapping) consente a uno o piu robot
di costruire una mappa dell’ambiente e allo stesso tempo di localizzarsi al suo interno.
Dopo decenni di ricerca che hanno portato allo sviluppo di sistemi SLAM per un singolo
robot robusti ed efficienti, ’attenzione si ¢ recentemente spostata sullo SLAM collabo-
rativa multi-robot, in cui gli agenti cooperano per ottenere una mappa globale coerente
attraverso lo scambio di informazioni locali. Lo SLAM multi-robot offre importanti op-
portunita in termini di efficienza, robustezza e parallelizzazione. Tuttavia, presenta anche
sfide significative legate alla scalabilita e all’integrazione coerente di dati potenzialmente

in conflitto.

Studi recenti hanno dimostrato che la robustezza dei sistemi multi-robot puo essere com-
promessa in presenza di robot malfunzionanti o malevoli, in grado di diffondere infor-
mazioni errate agli altri agenti. In particolare, in scenari di SLAM collaborativo, infor-

mazioni corrotte possono portare alla creazione di mappe non corrette.

Questa tesi analizza la robustezza di un framework all’avanguardia per lo SLAM 3D multi-
robot chiamato swarm-SLAM. A partire da un recente studio che ha introdotto un primo
livello di protezione in swarm-SLAM, mostro come il sistema sia ancora vulnerabile alla
presenza di uno o pit robot malevoli o malfunzionanti (noti in letteratura come robot
bizantini) che possono agire su diverse componenti del framework. Inoltre, ispirandomi
a recenti studi sulla robotica a sciame basata su blockchain, dimostro come la tecnologia
blockchain possa migliorare la robustezza di un sistema multi-robot permettendo il rifiuto
di informazioni errate e 'identificazione dei robot bizantini. A tal fine, ho sviluppato un

secondo livello di protezione per swarm-SLAM, basato su un meccanismo di reputazione



che penalizza i robot bizantini, testandone l'efficacia attraverso una serie di simulazioni
con un numero variabile di robot. Attraverso questo sistema di reputazione ’accuratezza
della mappa generata ¢ migliore rispetto alla soluzione ottenuta senza nessun livello di

protezione.

Questo lavoro esplora anche 'implementazione fisica di swarm-SLAM, mettendo in evi-
denza le sfide pratiche incontrate durante lo sviluppo nel mondo reale, in particolare le

limitazioni hardware legate all’'uso di robot a basso costo tipici della robotica a sciame.

Parole chiave: SLAM con sciami di robot, SLAM collaborativo, SLAM multi-robot,

sciame di robot, sistema collettivo decisionale, tecnologia blockchain
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]_ Introduction

This master’s thesis was carried out in collaboration with University of Konstanz in Ger-
many, as part of a joint research project. I had the privilege of working in the Centre
for Advanced Study of Collective Behaviour under the supervision of Dr. Andreagiovanni

Reina and Alexandre Pacheco.

1.1. Problem statement

This study explores the field of swarm robotics [18] and distributed decision-making [61],
focusing specifically on security challenges encountered by robotic swarms performing
Simultaneous Localization and Mapping (SLAM) in scenarios where some robots exhibit

Byzantine behavior, i.e., arbitrary or malicious actions that can disrupt the system.

SLAM constitutes a core component of modern robotic systems, as it enables one or more
robots to build a map of the environment while simultaneously localizing themselves
within it. It is already used in many real-world applications, such as autonomous vehi-
cles for urban navigation, space exploration with rovers on Mars, and search and rescue
operations carried out by drones. SLAM also plays a key role in industry, where mobile
robots can move autonomously in warehouses without the need for fixed or centralized

control infrastructure.

My thesis focuses specifically on Collaborative SLAM (C-SLAM), where robots cooperate
by exchanging information in order to map a large unknown environment more efficiently
than a single robot could on its own. However, this reliance on communication introduces
the need for robustness and security. A C-SLAM framework must be resilient to both
perception and communication errors; otherwise, the integrity of the resulting map may
be compromised. The research conducted in this thesis shows that Swarm-SLAM [40]—a
state of the art framework for C-SLAM-—demonstrates robustness to perception errors
but still lacks protection against Byzantine robots, which can inject false information into

the system.

A Byzantine robot behaves improperly or maliciously, either due to malfunctioning or
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malware, thereby disrupting the normal operation of the swarm. This can be particu-
larly critical in a C-SLAM application, as even the actions of a single Byzantine robot
may result in an inaccurate map of the environment and erroneous trajectory estimates.
Such issues could compromise the success of a planetary exploration mission, while in an
industrial environment they could cause mobile robots to navigate incorrectly, leading to

collisions, production delays, or damage to goods and infrastructure.

Swarm-SLAM [40] represents a groundbreaking decentralized SLAM approach that uti-
lizes robot swarms to achieve scalable and flexible mapping in dynamic, unknown en-
vironments. Although promising, this area is still in its early stages, with few existing
frameworks and limited results regarding security and robustness against Byzantine robots
that act adversarially relative to the swarm’s objectives. Building on the first Byzantine
fault-tolerant protocol specifically designed for the Swarm-SLAM framework [50], this
thesis extends the protection to previously unprotected components of the system. The
work includes a comprehensive analysis of the potential impacts of various attack types
on distributed systems and introduces novel mitigation strategies leveraging blockchain

technology and reputation mechanisms.

Figure 1.1: Example of a map generated by an autonomous vehicle using its onboard

SEINnsors.
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1.2. Structure and methodology

The thesis is organised as follows. Chapter 1 provides a brief introduction to the motiva-
tions behind this work, explaining why SLAM is a fundamental capability in robotics and
why it is crucial for it to be robust against different types of errors. Chapter 2 gives a
more technical description of SLAM and of the technologies employed, and it also presents
an overview of the state of the art, with particular attention to the most innovative as-
pects of recently proposed frameworks. Chapter 3 analyses the various vulnerabilities of
the Swarm-SLAM modules when facing Byzantine robots. Chapter 4 describes an exist-
ing solution designed to secure an initial module of Swarm-SLAM and then presents my
contribution aimed at protecting additional, previously unprotected modules. Chapter
5 discusses the challenges and requirements of a real-world implementation of the pro-
tected Swarm-SLAM framework. Finally, Chapter 6 summarises the key findings and

offers suggestions for future research directions.

My methodology began with an in-depth study of C-SLAM systems, specifically focusing
on Swarm-SLAM, to understand how these systems operate. I then explored the me-
chanics of blockchain technology and smart contracts, studying their application in the
front-end security layer. In the SLAM context, the front-end is the module responsible
for processing sensor data and building constraints for localization and mapping, and the
security layer serves as a protection mechanism that ensures the integrity and reliability
of this input data. Subsequently, I analyzed how Byzantine agents could compromise
the system by exploiting vulnerabilities in unprotected parts, such as the back-end —
the component responsible for integrating data from the front-end and performing the
optimization needed for accurate localization and mapping. To address this, I developed
protection mechanisms that integrate blockchain technology with a reputation system,
thereby safeguarding both the front-end and back-end from malicious actors. This com-
bined approach significantly enhances the overall robustness and security of the swarm
SLAM framework. Moreover this work can be applied not only to Swarm-SLAM but also
on every SLAM system that deploys Pose Graph Optimization (PGO) in the back-end.

1.3. Scientific contribution

In my thesis, I build upon existing research by studying and summarizing the theoretical
robustness limitations of the most advanced framework for Collaborative SLAM. Through
my analysis, I examine the impact of security faults within such systems and demonstrate

how the presence of Byzantine robots in the swarm can undermine the entire system and
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compromise the reliability of the final map. To address these challenges, I propose an
extension aimed at enhancing Byzantine fault-tolerance specifically in the Swarm-SLAM

framework [40], and more generally in any robot swarm SLAM system.

e Contribution 1: I extended the Byzantine fault-tolerant protocol to protect the
Swarm-SLAM back-end. In particular I focused on the ways a Byzantine robot can
influence the back-end and I proposed and tested a solution based on a reputation

mechanism to avoid it.

e Contribution 2: I identified the challenges involved in transferring the protected
Swarm-SLAM system from simulation to real-world deployment. This includes un-
covering all the bottlenecks and hardware requirements necessary for practical im-

plementation.

e Contribution 3: Based on the obtained results, I identified the most critical chal-
lenges for Byzantine-Fault-Tolerance (BFT) in Swarm-SLAM and listed potential

approaches to tackle each of them

These contributions mark an important step in tackling security challenges within Collab-
orative SLAM systems. My thesis emphasizes the critical role of security in a future where
autonomous robots extensively collaborate to perform self-localization and exploration in
the absence of a central authority. In this setting, ensuring robust security guarantees is

essential.



2 ‘ Background and state of the
art

In this chapter, | provide a detailed description of SLAM and C-SLAM frameworks. | also
introduce blockchain technology, including the speci c blockchain implementation used
in this thesis. Finally, | present an overview of the state of the art, focusing on recent
trends in the C-SLAM literature.

2.1. Simultaneous Localization And Mapping (SLAM)

SLAM is a key capability of autonomous systems that enables a robot or autonomous
vehicle to construct a map of an unknown environment and simultaneously determine
its own position within that map in real time, without relying on external localization
systems such as GPS. Successfully addressing this challenge is considered a critical rst
step toward achieving fully autonomous operation [76].

In many robotic applications, ranging from autonomous vehicles to rescue robots operat-
ing in inaccessible environments, reliable SLAM algorithms play a crucial enabling role
[21]. The practical adoption of SLAM has been steadily growing, propelled by advance-
ments in high-quality, a ordable cameras, and LiDAR sensors, along with the increasing
computational power of embedded systems. A notable example of recent progress in
SLAM research is active SLAM [59], where robots intelligently plan and control their
movements to generate the most accurate maps possible.

The concept of SLAM was rst introduced in a landmark paper by Smith and Cheeseman
in 1987 [68]. Their work presented an estimation theory-based framework for robot lo-
calization and mapping, e ectively bridging robotics and arti cial intelligence. Over the
past three decades, SLAM has experienced substantial evolution. In 1988, Ayache and
Faugeras [2] pioneered research in visual navigation, and Crowley investigated Kalman
Iter-based visual navigation approaches for mobile robots [13]. Although early on bun-
dle adjustment optimization techniques were less commonly applied due to their high
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computational cost, the notion of sparsity in bundle adjustment emerged in 2009 [45],
which enabled graph-based optimization methods such as DTAM [54] , LSD-SLAM [23] ,
ORB-SLAM [51] , ORB-SLAMS3 [7] and other in uential algorithms.

With the rapid advancements in arti cial intelligence and deep learning, researchers
have begun integrating deep learning with traditional Itering and graph-optimization
approaches to better address challenges related to environmental adaptability faced by
conventional methods [67]. As a result, deep learning applications for SLAM have become
a prominent and rapidly evolving area of study.

Generally speaking, a SLAM system architecture can be viewed as consisting of two core
submodules: the front end and the back end (see Figure 2.1). While these components
tackle distinct problems, they operate in a continuous feedback loop, exchanging infor-
mation to progressively re ne the mapping and localization results. The front end is in
charge of data collection, sensor data processing, feature extraction, feature matching, and
estimation of robot's motion. The back end is sensor agnostic and it accomplishes data
association, optimisation, map building, and consistency checking. Together, these com-
ponents enable the SLAM system to provide an accurate estimate of the robot's trajectory
and the map of its environment.

Figure 2.1: Typical SLAM information ow.
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2.2. Swarm robotics

Swarm robotics is an innovative eld inspired by the collective behavior of social animals.
By adhering to simple rules and relying on short-range interactions, swarm robotics seeks
to design and develop systems composed of numerous robots that self-organize to collab-
oratively accomplish tasks. The essential characteristics and properties of a robot swarm
include:

A

Autonomy : the ability to perform operations and to make decisions without con-
tinuous human intervention.

Scalability : a robotic system can be composed of a large number of agents that
cooperate to achieve a common goal. This ability requires advanced algorithms and
communication systems to optimise the overall system performance. Scalability is
a key property of such systems, allowing them to e ciently adapt and expand their
capabilities as needed. For example, the team size can vary drastically without
requiring a redesign of the overall system.

Limited individual capabilities . the single robots that compose the swarm usu-
ally have simple hardware and software and are only capable to perform simple
actions compared to the resulting complex collective behaviour emerging from the
numerous interactions among the robots.

Robustness and scalability : robustness in robotics refers to the ability of a
robotic system to maintain stable and reliable performance in the face of uncertain
conditions.

Distributed coordination  : it refers to a robotic system where each component
operates independently and collaborates with others to achieve a common goal.
Decentralised decision-making is often at the core of distributed coordination.

Thanks to these characteristic and properties, the aim of swarm robotics systems is to
be exible and adaptable to environmental changes, achieving tasks e ciently through
decentralisation and self-organised coordination.

The term swarm was rst introduced in robotics by Beni in 1988 [3], where he laid out
the conceptual foundation for a new class of robotic systems composed of autonomous
units that cooperate to accomplish tasks. In 1992, Fukuda et al. expanded on this idea by
proposing the design of self-organizing robotic systems inspired by biological models [24],
coining the concept of cellular robotics. Around the same time, Beni and Wang intro-
duced the term swarm intelligence to describe systems in which the collaboration among
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individual agents leads to emergent patterns exhibiting complex, non-random behavior.

In the early development of swarm robotics, researchers focused on understanding natural
swarming behaviors observed in species such as ants, birds, and sh, with the goal of
replicating these patterns in robotic systems [18]. The research drew inspiration from a
wide range of biological phenomena, including bird ocking and collective activities of ant
colonies.

Numerous studies [28] [18] [20] sought to mimic collective animal behaviours like foraging,
ocking, and stigmergy. In this context, foraging refers to the search and collection of
resources from the environment, ocking describes the coordinated movement of individ-
uals within large groups, and stigmergy refers to the indirect coordination mechanisms
seen in social insects like termites and ants all being typical animal behaviors. Swarm
robotics typically derives engineering principles from natural systems to provide multi-
robot systems with similar capabilities [18]

2.3. Blockchain technology

Blockchain technology represents a revolutionary approach to distributed data manage-
ment and secure information storage, enabling users to conduct economic transactions
without depending on a central authority. Essentially, blockchain is a shared, immutable
ledger that supports the recording of transactions and the tracking of assets across a
network [16].

The rst instance of blockchain technology was introduced in 2008 by an individual or
group using the pseudonym Satoshi Nakamoto with the release of the paper titled Bit-
coin: A Peer-to-Peer Electronic Cash System [52]. Initially, blockchain was designed as
a fully decentralized method to conduct monetary transactions over the Internet via the
Bitcoin cryptocurrency. In the following years, however, the emergence of new digital
ledgers like Ethereum and various other platforms transformed blockchain into a broader
framework for distributed computing. This evolution enabled users not only to record
economic transactions but also to execute computer programs, known as smart contracts,
on a decentralized computing platform.

Speci cally, the Ethereum protocol [30], along with its native cryptocurrency Ether, is
among the most widely adopted blockchain platform worldwide that supports smart con-
tracts and the Ethereum Virtual Machine is what de nes the rules for computing a new
valid state from block to block. Blockchain operates based on the principles of trans-
parency, security, and immutability, making it a distinctive and dependable tool for a
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wide range of applications. Transactions are grouped into blocks, which are then linked
sequentially to form a chain. Once a transaction is recorded on the blockchain, it be-
comes extremely di cult to modify, thereby guaranteeing data integrity. The structure

of a blockchain is illustrated in Figure 2.2, where three blocks are shown. Each block
consists of a header and a body. The header contains the Parent Block Hash, which links
it to the previous block, ensuring immutability: if an old block is altered, its hash also
changes, making the subsequent chain invalid. The body includes the transaction counter,
which speci es the number of transactions (TXs) contained in the block.

Figure 2.2: Three subsequent blocks of a chain. Figure taken from [79].

Blockchain technology goes beyond cryptocurrencies, being applied in areas such as supply
chain management [32], voting systems [29], healthcare records [14], and notably, swarm
robotics [19]. Its decentralized architecture removes the need for a central authority
while promoting transparency and trust among participants through consensus proto-
cols. Previous studies have demonstrated that decentralized smart contracts executed on
blockchain platforms can function as meta-controllers, enabling secure consensus within
peer-to-peer robotic networks [57].

2.3.1. Smart contracts

A smart contract is a set of algorithms consisting of functions and variables that is
stored and executed on the blockchain. To deploy a smart contract or invoke its func-
tions, users must create and broadcast a transaction within the blockchain network. The
blockchain's nodes are responsible for maintaining and updating the internal state of the
contract by storing and processing the values of its variables.

Whenever a new transaction is generated, the smart contract is executed by every par-
ticipant in the network, potentially modifying the values of its state variables. Below is
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a brief example adapted from Strobel et al.'s work, Blockchain technology secures robot
swarms [71]:

Imagine an Ethereum smart contract used to manage the selection of a talent show winner
on television. In this case, the audience can vote for their preferred candidate, such as Al-
ice or Bob, by submitting a transaction (for example, including a 0.01 ether contribution)

to the show's smart contract on the public Ethereum blockchain. The smart contract
records the total votes for each candidate and enforces a programmable condition: once
a candidate reaches 100,000 votes, a prize of 1,000 Ether is automatically sent to the
Ethereum address associated with that candidate.

This example highlights several bene ts of smart contracts over traditional voting pro-
cesses:

1. The contract conditions and vote counts are entirely transparent.
2. Votes, once cast, are immutable and cannot be altered or removed.

3. The prize is guaranteed to be paid promptly once the speci ed condition is ful lled.

2.3.2. The Toychain

Although several blockchain-based smart contract platforms currently exist, in my thesis
| employed a simpli ed blockchain platform called Toychain [74]. Developed in Python
at IRIDIA, the Arti cial Intelligence Laboratory of the Université Libre de Bruxelles in
Belgium, the ToyChain serves as a mock-up blockchain module.

ToyChain abstracts away standard cryptographic mechanisms commonly used in blockchain
systems (for example, it does not implement public key cryptography) and focuses only
on the components essential for studying how blockchain can be applied to control the
behavior of robot swarms. The ToyChain consists of four main components:

" Node It represents a user in the network, that has its own blockchain and its
mempool. The mempool contains the pending transactions that are not yet in the
chain.

Block Transactions are aggregated into blocks, which are then appended to the
blockchain. Each block consists of a list of transactions along with the current
values of the state variables. Additionally, a block includes a timestamp, a unique
cryptographic hash that serves as its identi er, and the hash of its parent block,

creating a link between the current block and the previous one in the chain. Figure
2.3 illustrates an example of the information recorded within a block.
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Figure 2.3: Representation the general structure of a single block in a chain. It contains
a set of transactions (Tx) and all the other information that are registered into a block
[63]. A block in the ToyChain is constructed in the same way [79].

" TCP and synchronization = The Transmission Control Protocol (TCP) is used in
the ToyChain to maintain communications between the robots in the network. At
regular intervals and only when communication between two robots is physically
possible, the block and the mempool of di erent chain instances are synchronised.

Consensus protocol The consensus protocol establishes the rules for creating and
validating blocks within a blockchain network. All nodes in the system agree to
follow these rules, starting from a common point known as the genesis block, which
Is the initial block identical across all nodes and serves as the foundational starting
point of the chain. The speci c details of the genesis block depend on the consensus
mechanism selected and are determined during the consensus initialization.

In the ToyChain platform, three consensus protocols are available: proof-of-work
(PoW), proof-of-authority (PoA), and proof-of-reputation. In this thesis, | employed
the Proof-of-Authority protocol to validate the results. Proof-of-Authority relies on

a limited set of trusted nodes, called authorized signers, who produce blocks. The
protocol assigns block production rights based on reputation and veri ed identity,
allowing only recognized authorities to participate in block creation and consensus
formation.
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In essence, Proof-of-Authority ensures that consensus is achieved through cooper-
ation among reputable nodes rather than open competition or resource-intensive
computations, o ering a secure and e cient mechanism for block validation and
network agreement in the swarm robotics blockchain framework.

This aligns with common blockchain consensus principles, where consensus protocols
enable all nodes to agree on the ledger state without a central authority, ensuring
network security, consistency, and immutability

2.4. State of the art

In this section, | provide an overview of the state of the art in Collaborative SLAM (C-
SLAM), describing how C-SLAM frameworks have evolved over time and highlighting
recent trends in the research landscape. | also explain why Swarm-SLAM stands out as
one of the most advanced and promising frameworks for C-SLAM. Finally, | discuss the
growing use of blockchain technology in swarm robotics.

24.1. C-SLAM

Robots use SLAM to navigate and map unknown environments. However, since uncharted
areas can be vast, the collaboration of multiple robots becomes necessary. When a robot
team is deployed, each individual explores a segment of the environment and then shares
its ndings with the others, collectively building a comprehensive map. C-SLAM o ers
solutions to several challenges faced by single-robot SLAM systems, such as lowering
individual costs, minimizing cumulative global errors, reducing computational demands,
and mitigating the risk of single-point failures. Yet, achieving e ective coordination among
multiple robots remains a complex challenge [9] [35].

These motivations led researchers in the early 2000s to recognize that collaboration be-
tween robots simultaneously mapping and localizing themselves presented a promising
approach. Alongside advances in multi-sensor fusion technology, existing single-robot al-
gorithms were initially adapted for multi-robot systems, resulting in various successes.
Notable achievements include the multi-robot Extended Kalman Filter (EKF) algorithm
[62] and cooperative multi-robot localization techniques [53]. Over the following years,
the incorporation of multi-source data increased, and the integration of SLAM with deep
learning further enhanced system adaptability, reducing failure rates and advancing re-
search in multi-robot collaborative SLAM [9].

The 2016 survey by Saeedi et al. [63] highlighted the emerging predominance of optimization-



2| Background and state of the art 13

based methods over lIter-based approaches in multi-robot SLAM, marking a shift in the
eld's standard techniques. Since then, numerous promising multi-robot SLAM frame-
works have been developed, demonstrating signi cant advances. However, many of these
frameworks still face scalability issues, typically performing well only in scenarios in-
volving a limited number of robots. Researchers have therefore focused on addressing
critical challenges inherent to collaborative multi-robot SLAM, such as achieving robust-
ness against perceptual aliasing in fully distributed real-time systems [73] and managing
the complexities introduced by heterogeneous robot teams. These e orts aim to improve
scalability, reliability, and adaptability in more realistic, diverse multi-robot deployments

[8].

Today, the term Collaborative-SLAM (C-SLAM) is widely used to describe systems that
enable cooperative mapping and localization. Several popular open-source frameworks
have been developed under this umbrella, including some of the works previously men-
tioned: D-SLAM [10], DOOR-SLAM [42], COVINS [65], Kimera-Multi [73], Disco-SLAM
[31], LAMP 2.0 [8], maplab 2.0 [12], Swarm-SLAM [40], DVM-SLAM [5] and Ultra-
lightweight collaborative SLAM [55].

The above-mentioned architectures can be compared following di erent fundamental char-
acteristics:

1. Types of sensors supported: a SLAM framework can support one or multi-
ple sensors, which characterizes its exibility. For example, it may employ stereo
cameras (s), LIDAR (I), RGB-D cameras (d), or monocular cameras.

2. Decentralization: it means that all computation are performed onboard the robot
without the need of a central authority.

3. Robustness: it refers to the capability of robots to operate reliably under uncer-
tainty and across di erent environments.

4. Tolerance to sporadic information: it's a very important characteristic for
these types of systems and refers to their ability to maintain functionality under
asynchronous communications and messages that are occurring at irregular intervals.

5. Sparsity: it means that robots share only the most relevant data with each other,
rather than exchanging all the information they extract, which leads to a more
scalable and e cient system.

Recently, Lajoie et al. provided a comparative summary of some existing methods based
on these key properties [40]. | present their analysis in Table 2.1, highlighting that fully
meeting all these desirable features is quite challenging, and that Swarm-SLAM is the
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only framework that accomplishes this.

Sensor | Decentralised | Robust | Sporadic | Sparse
DSLAM [10] s X
DOOR-SLAM  [42] s,| X X X
COVINS [65] s X X
KIMERA-MULTI [73] S X X X
DISCO-SLAM  [31] | X X X
LAMP 2.0 [8] I X X
MAPLAB 2.0 [12] s,d,l X
SWARM-SLAM  [40] s,d,l X X X X

Table 2.1: Extensive comparison of C-SLAM open-source frameworks reported in [40].

A recent trend in C-SLAM research is the development of systems that use smaller and
cheaper sensors, designed to be mounted on very small devices. For instance, Niculescu
et al. created a C-SLAM system using inexpensive and lightweight time-of- ight (TOF)
sensors, which measure distances by calculating the travel time of light pulses, mounted

on nano-unmanned aerial vehicles (UAV), speci cally the Crazy ie 2.1.[55]

Figure 2.4: The Crazy ie 2.1 UAV equipped with a TOF sensor and other low cost pieces

of hardware.

Another example of this trend is DVM-SLAM [5], which uses only Raspberry Pl monocular
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camera as an onboard sensor for mapping. In this study Bird et al. demonstrated that
is possibile to obtain good results in both quality of the generated map and estimated
trajectories using inexpensive hardware, ensuring a monetary scalability of the system.
Focusing on the hard-constrained and cheap property, Bird et al. also provided a summary
of the sensors used in the most famous SLAM systems. | present their analysis in Table
2.2 highlighting that DVM-SLAM is the only decentralized SLAM system using only
monocular cameras.

System Collaboration Type Monocular | Monocular+IMU Stereo | Stereo+IMU LiDAR+IMU RGBD+IMU
DVM-SLAM Decentralized X

D2-SLAM [75] Decentralized X

Kimera-Multi [73] Decentralized X

Swarm-SLAM [40] Decentralized X X

DOOR-SLAM [42] Decentralized X X

D-SLAM [10] Decentralized X

CCM-SLAM [64] Centralized X

COVINS [65] Centralized X

Table 2.2: Comparison of popular C-SLAM open-source sensor con guration.

Although novel frameworks for multi-robot SLAM have been developed recently, Swarm-
SLAM [40] is the only framework performing 3D mapping of an unknown enviroment
guaranteeing exibility (it can operate with stereo cameras, RGB-D cameras, and 3D Li-
DARS), sporadic connectivity (signi cantly reduced communication demands compared
to prior methods), and budgeted strategy for identifying potential inter-robot loop clo-
sures through algebraic connectivity maximisation, inspired by recent work on pose graph
sparsi cation [17]. Moreover, the whole architecture is based on the Robot Operating Sys-
tem 2 (ROS2) [47], ensuring compatibility with the majority of robotic systems. They
also evaluated the overall system's performance conducting real-world experiments.

Lately, the interest in the study of security in distributed decision-making systems in-
creased signi cantly [72], and Moroncelli et al. created a Byzantine-fault-tolerant protocol
for a C-SLAM system protecting the correct injection of information in the front-end [50].
Previously, however, issues of security and Byzantine fault tolerance had been largely
ignored in the C-SLAM literature.

2.4.2. Blockchain secures robot swarms

To address the challenges illustrated by the Byzantine generals problem [44], Strobel et
al. [70] were pioneers in addressing scenarios where Byzantine robots robots exhibiting
Byzantine behaviors caused by faults or malicious interference could negatively a ect
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swarm operations. Detecting such behaviors is challenging, yet they have the potential to
disrupt the swarm's ability to reach accurate consensus. Faulty agreements may prevent
the swarm from successfully completing tasks, for example, when robots collectively agree
on incorrect objectives, leading to wasted resources. Therefore, it is crucial to evaluate
the impact of Byzantine behaviors on the swarm's capacity to make reliable collective de-
cisions. In extreme cases, compromised consensus can lead to catastrophic consequences,
such as unanimous approval of hazardous actions an issue highlighted by more recent
studies [78].

Secure, decentralized and generalized transaction ledgers [34] appear to o er a promis-
ing solution to security challenges in robot swarms [60], as they enable the maintenance
of a decentralized database while safeguarding privacy through cryptographic protocols
[19]. In [71] and [56], the authors demonstrate how blockchain technology can ensure
consensus the collaborative decision-making process among a group of robots to achieve
a common goal or behaviour even in the presence of Byzantine robots. Drawing in-
spiration from Bitcoin [52] and Ethereum [30], they developed blockchain-based smart
contracts to control the robots and prevent attacks within a swarm. This system enabled
the robots to agree on the correct state of the environment that each robot can measure
through onboard sensors that are subject to noise. This approach not only enhances secu-
rity but also shows promising potential for facilitating robot-to-robot transactions within
swarms, among various other applications. While most results are customized for spe-
ci ¢ experimental setups to address particular challenges, there have also been e orts to
propose more generalized frameworks that employ blockchain smart contracts to enable
robot swarms to securely achieve consensus in arbitrary observation spaces [78]. Detailed
experiments and analysis performed on a blockchain-based token economy maintained by
24 physical Pi-puck robots con rm great promises [72].
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3 ‘ Swarm-SLAM and its
vulnerabilities

In this chapter, | describe the general Swarm-SLAM framework, focusing on its two main
modules: the front-end and the back-end. When discussing the front-end, | summarize the
studies of a previous master's thesis [49], whereas all the developments on the back-end
presented here are original contributions. | then explain their vulnerabilities, highlighting
how a Byzantine robot can act to compromise the entire system.

3.1. General framework

The Swarm-SLAM framework is divided into modular sections which are in charge of
performing di erent part of a C-SLAM algorithm and are strictly connected to each
others. these modules are described here.

" Neighbour Management:  The neighbor management module continuously mon-
itors reliable communication neighbors by tracking heartbeat messages regular sig-
nals sent by robots to indicate they are active and reachable. This module works
without requiring a xed number of robots and adapts smoothly to random encoun-
ters, providing resilience against disconnections. Additionally, communication and
computation budgets are tailored to each robot's capabilities, ensuring e cient use
of resources.

Front-end: The front-end module is responsible for processimmdometry esti-
mates obtained through various methods, along with synchronized sensor data. It
extracts both local and global descriptors, supporting a wide range of sensor types.
By operating independently of the odometry source, the module ensures exibility
and ease of integration. In Swarm-SLAM, once a scene is registered, the front-
end generates a unique global descriptor used for place recognition across robots,
automatically associating it with the corresponding odometry keyframe.

Additionally, the front-end manages the indirectinter-robot loop closure  detec-



18 3| Swarm-SLAM and its vulnerabilities

tion process by leveraging communication between robots to identify loop closures
in their maps, even when direct observations are unavailable. This process activates
whenever robots come within communication range. Although communication and
network connectivity can be intermittent, the front-end takes advantage of every
opportunity to improve mapping accuracy. When two robots meet and nd their
descriptors su ciently similar, one robot computes the geometric transformation
(i.e., the loop closure) between the two images linked to those descriptors. This
requires exchanging image data; however, to minimize bandwidth usage, only one
robot in the encounter receives the other's image to perform the calculations and
prevent unnecessary data transfers, as emphasized by the authors of [40].

Back-end: Inthe back end, intra-robot and inter-robot loop closure measurements,
along with odometry data, contribute to the creation of a factor graph calleghose
graph [6]. Local pose graphs are shared with a selected robot for aggregation and
optimisation. This decentralised approach ensures that all computation occurs on-
board the robots, promoting autonomy and reducing the need for central authority.
Optimisation decisions are made through peer-to-peer communication during ren-
dezvous events. The resulting pose estimates are made available periodically as
ROS2 messages. In such a system, loop closures are hard constraints in a con-
strained optimisation problem over a computational graph. Trajectories should be
steered towards the ground truth as more constraints are added, thus correcting the
poor odometry measurements obtained by the individual robots.

To clarify the general architecture of Swarm-SLAM and illustrate how the di erent mod-
ules interact, | include an image taken from [40] (Figure 3.1).
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Figure 3.1: General Swarm-SLAM architecture and data ow, every robot runs an instance
of the framework including all the modules previously described.

3.2. The front-end

Swarm-SLAM front-end is in charge of producing landmark estimates, odometry measure-
ments, and both intra-robot and inter-robot loop closures [43]. Odometry measurements
aim to capture a robot's translation and rotation between consecutive time steps. Com-
mon methods include tracking wheel movements, integrating data from an IMU, and
performing geometric matching between consecutive images or laser scans. Intra-robot
loop closures are measurements used by a single robot SLAM system to relocalize itself
and correct the accumulated error caused by odometry drift. Through place recognition,
the system identi es previously visited locations and calculates relative measurements
between them. Essentially, intra-robot loop closures provide estimates that connect non-
consecutive poses along a single robot's trajectory that observed the same place. On the
other hand, inter-robot loop closures link poses from trajectories of di erent robots. They
serve as the critical connections that align individual local maps, enabling the construc-
tion of a uni ed global map of the environment. Generating inter-robot loop closures is

a primary focus of front-end developments within C-SLAM systems and is essential for
maintaining consistency in the collective estimates.

In order to detect inter-robot loop closures, Swarm-SLAM, similarly to other C-SLAM
techniques, adopts a two stages approach:

" Global matching: for each odometry measurements, the front end saves a con-
nected keyframe. In this way we have a pair odometry-keyframe. For each keyframe,
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compact descriptors are extracted from sensor data and can be compared using a
similarity score. These descriptors are then broadcast to nearby robots. When two
robots encounter each other, they keep track of which global descriptors are al-
ready known by the other robot and identify those that still need to be transmitted.
Swarm-SLAM uses ScanContext [36] as global descriptors of LIDAR scans and the
CNN-based CosPlace [4] for images. It employs nearest neighbour based on cosine
similarities for matching.

Local matching: after selecting candidate inter-robot loop closures, the subse-
guent step is to carry out local matching, also known as geometric veri cation.
This process utilizes a larger set of local features, such as keypoints or point clouds,
depending on the sensor type, to calculate the 3D relative pose measurement be-
tween the two candidate poses.

In gure 3.2 | summarize global and local matching through a visual example.

Loop closures are a fundamental component of SLAM, as odometry estimates are inher-
ently prone to drift due to sensor imperfections. Relying solely on odometry is insu cient;
instead, the pose graph must be continuously re ned using loop closures. These act as
strong constraints in a later stage of the SLAM pipeline known as Pose Graph Optimiza-
tion (PGO), signi cantly improving global consistency. In Figure 3.3 | show di erent
odometry estimates compared to the ground truth, highlighting how the di erent solu-
tions are di erent with respect to the ground truth.

Figure 3.2: Example of an inter-robot loop closure detection: two robots visually recognize
a scene in the space (purple triangle), when they meet, they exchange global descriptors
until they nd a match. If a match is found, then one of the two robots sends a keyframe
to the other (light blue dashed line) that is used to calculate the loop closure (black line).
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Figure 3.3: Dierence between odometry estimates coming from di erent sources and
the ground truth, image taken from [66]. The gure clearly shows that the odometry
estimates deviate from the ground truth.

3.3. Security challenges of the front-end

Given the importance of the inter-robot loop closures in a C-SLAM scenario, Moroncelli et
al. [50] focused on the ways in which a Byzantine robot can inject false information in the
front-end, leading to an inaccurate pose graph. They found two sources of inconsistency:

1. Odometry-keyframe mismatch: To determine whether two robots have visited
the same location, each odometry measurement must be associated with a corre-
sponding keyframe. During a rendezvous, the robots compare compact descriptors
extracted from these keyframes to identify potential place matches. However, if a
robot incorrectly associates an odometry measurement with the wrong keyframe,
there is a risk that a false loop closure may be established in a future rendezvous.
In Figure 3.4 |1 show an example of this inconsistency.
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Figure 3.4: Example of odometry-keyframe mismatch, when two robots meet they nd
a wrong match between their descriptors, consequently one robot sends to the other a
wrong keyframe that is used to calculate a wrong loop closure (red arrow).

2. Incorrect loop closure creation: in this case we assume that the image sent by
one robot is correct, but the other robot calculate a wrong loop closure due to a
malfunctioning or a malicious behaviour. | summarize this behaviour in Figure 3.5.

Figure 3.5: Example of incorrect loop closure creation, when two robots meet they nd
a correct match between their descriptors, consequently one robot sends to the other a
correct keyframe but the other robot generates a wrong loop closure due to malfunctioning
or malicious behaviour (red arrow).
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It is important to address the issue ofperceptual aliasing [41], which occurs when a
robot mistakes two distinct locations as visually similar. This often happens in repetitive
environments or when sensor data is limited. Perceptual aliasing can result in false loop
closures, where the system wrongly believes the robot has revisited a previously explored
place. These incorrect loop closures can signi cantly distort the map during pose graph
optimization, leading to substantial localization errors or even causing the SLAM system
to fail.

Although state-of-the-art C-SLAM methods are often described as robust, this term fre-
guently refers mainly to robustness against outliers caused by perceptual aliasing. Outliers
are typically de ned as data points that signi cantly deviate from other measurements.
However, when measurements are sparse and di er greatly in magnitude, such outliers are
di cult to detect and reject. Solvers based on graduated non-convexity [77], a widely used
technique for optimizing non-convex cost functions in pose graph optimization (PGO),
are very e ective at rejecting spatial perception outliers. Nonetheless, when applied to C-
SLAM, these methods remain highly application-speci ¢ and mostly address the computer
vision problem of place recognition.

Moroncelli et al. [50] investigated the impact of incorrect loop closures on pose graph
accuracy using a Gazebo simulation involving eight robots performing random walks in
the environment. The robots can recognize eight distinct scenes, which serve as landmarks
for computing loop closures. When two or more robots encounter each other, they carry
out both global and local matching as previously described to identify loop closures.
Subsequently, one robot within communication range is chosen to execute pose graph
optimization, leveraging the identi ed loop closures as hard constraints to continuously
re ne the map. To model the two previously described sources of inconsistency, they
introduced Gaussian noise into the loop closure measurements and compared the resulting
pose graph accuracy with the baseline solution where no Byzantine robots were present.
As expected the accuracy of the pose graph in term of absolute trajectory error (ATE)
is worse in the presence of Byzantine robots compared to the baseline solution. In gure
3.6 | highlight their result, showing how "Byzantine" loop closures can generate a wrong
pose graph.

| plotted the results using the EVO software [26] that provides executables and a small
library for handling, evaluating and comparing the trajectory output of odometry and
SLAM algorithms.
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Figure 3.6: Comparison of the absolute trajectory error between the baseline solution and
the solution with three Byzantine robots, where Gaussian noise was added to the loop
closures. The color indicates the magnitude of the error at each point.
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3.4. The back-end

In this section, | describe in detail the functioning of the SLAM back-end, starting from
the mathematical problem it solves and the possible approaches to tackle it. | then focus
on Swarm-SLAM, explaining how its back-end works and the related security challenges.

3.4.1. Problem statement

C-SLAM back-end is responsible for estimating the robot's state and the map based
on measurements provided by the front-end. Unlike single-robot SLAM, it must handle
inter-robot measurements, achieve consensus among robots, and often operate without an
initial estimate, as the global reference frame and robots' starting positions are typically
unknown [43]. In a setup with two robots (, ), whereX andX are the state variables
from robot and to be estimated,Z and Z are the set of measurements gathered
by robot and independently,Z s the set of inter-robot measurements linking both
robot maps containing relative pose estimates between one pose of robocand one of
robot in their respective trajectories, andX , X are the solutions, the problem can be
formulated as:

(X ;X )=arg max p(X ;X jZ ;Z;Z )=argmax p(Z ;Z;Z jX ;X )p(X ;X )
(3.1)

However, when the relative starting locations and orientations of the robots cannot be
determined, the initial guess of the robots statep(X ;X ) is not available. In that
case, there are in nite possible initial alignments between the multiple robot trajecto-
ries. Therefore, in absence of a prior distribution, C-SLAM is reduced to the following
Maximum Likelihood Estimation (MLE) problem:

(X ;X )=argmax p(Z ;Z;Z jX ;X) (3.2)

Similar to single-robot SLAM solvers, C-SLAM back-ends are generally classi ed into two
main categories of inference techniques:

" Filtering techniques: Itering approaches are typically described as online meth-
ods because they estimate only the current robot pose, marginalizing out all previous
poses at each time step. As a result, the posterior estimation at tintedepends only
on the posterior attimet 1 and the new measurements. The most common ltering
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technique used for nonlinear problems such as those encountered in robotics is
the Extended Kalman Filter (EKF). In short, EKFs are Gaussian lters that address
the Kalman lter's linearity assumptions by applying linearization, or local linear
approximation. However, this linearization can introduce inconsistencies, especially
when the noise levels are high.

Smoothing techniques: unlike Itering-based approaches, smoothing techniques
improve their accuracy by revisiting past measurements instead of only working
from the latest estimate. In smoothing, there is less marginalization required which
means that the variables will stay sparsely connected.

Recently, thanks to modern solvers [33] [69], smoothing techniques are preferred in terms
of accuracy and e ciency. For a more comprehensive treatment of this topic, the reader
is referred to [43].

3.4.2. Swarm-SLAM back-end

In Swarm-SLAM, the back-end adopts a smoothing-based approach, where odometry mea-
surements, as well as intra- and inter-robot loop closures, are incrementally incorporated
into a factor graph known as a pose graph. This graph serves as the core data structure
for optimizing the entire trajectory history of the robot swarm. A factor graph consists
of:

" Nodes: Represent the poses of the robot over time.
" Vertices: Relation between successive poses

Figure 3.7 shows a simple example of a factor graph, while Figure 3.8 presents a realistic
example taken from a SLAM application.
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Figure 3.7: A simple factor graph composed by three variables, X,, and x3 which
represent the poses of the robot over time, rendered in the gure by the open-circle
variable nodes. In this example, we have one unary factbg(x;) on the rst pose x;
that encodes our prior knowledge about,, and two binary factors that relate successive
poses, respectively 1(X1; X2; 01) and f,(Xz; X3;02), where o, and o, represent odometry
measurements.

Figure 3.8: Realistic SLAM factor graph. This example is a small excerpt from a real
robot experiment in Sydney's Victoria Park [27]. The location of the robot over time

is represented by the cyan nodes and the related landmarks are represented by the blue
nodes.
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In a multi-robot scenario, inter-robot loop closures are vertices connecting poses of di er-
ent robots, while intra-robot loop closures are vertices connecting two poses which belongs
to the same robot. Both of them are used as hard constraints by the pose graph optimizer
to re ne the map. To better understand how a complete multi-robot factor graph looks
like I show an image taken from [22] which shows an example of a two robots factor graphs
including odometry and both intra and inter-robot loop closure (Figure 3.9).

Figure 3.9: lllustration of a multi-robot pose graph for a team of two robots. The yel-
low nodes correspond to the robot poses, while blue squares represent the relative 3D
rigid transformation between the nodes. An inter-robot loop closure is connecting poses
belonging to di erent robots while the intra-robot is connecting two poses of the same
robot.

In Swarm-SLAM, each robot is responsible for constructing its own local pose graph, which
includes its odometry measurements, and for storing the loop closures it establishes with
other robots. The rate at which a single robot adds new vertices in its pose graph via
odometry is a con gurable parameter, adjustable to match the robot's computational
capabilities.

The pose graph optimization (PGO) is performed by a single elected robot. The logic for
the election can be customized, Swarm-SLAM by default choose as optimizer the robot
with lowest ID (usually robot-0 in the swarm) every time an optimization timer triggers.
This timer can also be customized to match the robot's computational capabilites since
the PGO is a computationally expensive process and it becomes more and more expensive
as long as the pose graph grows in dimensions.

It is important to mention that the PGO works if at least one loop closure has been created
between two robots, otherwise we don't have a constraint and the optimization process
becomes meaningless. Moreover when a loop closure is created between two robots, those
robots become connected and their pose graphs are aggregated and optimized by one
of them chosen by the selection rule previously described. This is in order to enhance
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decentralization and scalability but | will describe this functioning better later on.

Every time the optimization timer triggers, the PGO starts and it is composed by three
phases:

1. Pose graphs aggregation: the elected robot receives the pose graphs from the
connected robots (they are connected if at least a loop closure has been created
between them) and aggregates them in a unique global pose graph.

2. Pose graph optimization: after aggregating all the pose graphs from the con-
nected robots, the selected one performs Pose Graph Optimization (PGO) using the
GNC optimizer [33], thereby estimating the most likely con guration of the global
pose graph.

3. Optimized trajectory estimates feedback: after nishing the PGO, the robot
optimizer sends back the optimized trajectories to the connected robot. These
optimized trajectories are continuously published by the robots in real time via
ROS2 topics, making them accessible to users who wish to track them,for instance,
for control purposes.

These three phases are summarized in Figure 3.10.

In the beginning, all robots are within their own local reference frames where the origin
corresponds to their rst pose (i.e., initial position and orientation). Then, when some
robots meet for the rst time (e.g. robots 0, 4 and 5), we choose the rst pose of the robot
with the lowest ID (e.g. robot 0) as the anchor. Therefore, as a result of the estimation
process, the involved robots estimates share the same reference frame (e.g. robot O's rst
pose). In subsequent rendezvous (e.g. robots 2, 3 and 4), the anchor is selected based on
the reference frame with the lowest ID (e.g. robot 4's rst pose is selected as the anchor
since its reference frame is robot 0's). After a few rendezvous, the robots converge to a
single global reference frame without requiring rendezvous including all robots (e.g. after
the second rendezvous, robots 2 and 3 are also within robot O's reference frame). This
means that Swarm-SLAM can scale to large groups of robots, through iterative estimation
among smaller groups of robots.
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Figure 3.10: PGO phases numbered from one to three. In the rst image, the robot in
charge of performing PGO requests the local pose graphs from the others in order to
aggregate them in a unique global pose graph. In the second image, the robot performs
PGO using GNC solver. In the third image, the robot optimizer has nished to perform
PGO and gives back the optimized trajectories to the others.

3.4.3. Pose graph structure

The pose graph is stored in a text le following a well-de ned structure, where each line
encodes speci ¢ elements such as nodes (poses) or edges (constraints). Edges come from
odometry estimates that link two consecutive poses of the robot and from intra and inter-
robot loop closures which connect two non-consecutive poses of the robot's trajectory.
Two common structure that can be found in various SLAM application are:

1. KITTI: in KITTI format, every line corresponds to one robot's pose and it is
represented by a 3x4 tranformation matrix

2. TUM: also in TUM every line corresponds to a robot's pose, but di erently from
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KITTI, it is represented with a timestamp, three values for translations and four

values for rotations (quaternion).

Swarm-SLAM uses an extension of the TUM format called g2o [38] which extends the

TUM format with edges that encode odometry estimates and loop closures. WMERTEX_SE3:QU/
we can de ne the nodes of the pose graph and witEDGE_SE3:QUAE& can de ne the

edges connecting di erent poses. We have no exibility on the pose graph format since

the GNC optimizer used by Swarm-SLAM requires only g2o les as entry.

Table 3.1: Example oVERTEX_SE3:QUTO EDGE_SE3:QUéries in a.g20 pose graph

le taken from a real application of Swarm-SLAM.

Field Description Example Value
VERTEX_SE3:QUAT
Tag Entry type VERTEX_SE3:QUAT
ID Node identi er 18858823439615201
X Translation X [m] 195.491
y Translation Y [m] -33.4011
z Translation Z [m] 87.7578
Ok Quaternion X -0.294046
q, Quaternion Y 0.132671
(o8 Quaternion Z 0.877308
(o Quaternion W -0.355338
EDGE_SE3:QUAT
Tag Entry type EDGE_SE3:QUAT
ID_from Source vertex ID 18858823439615201
ID_to Target vertex ID 18858823439615202
X Relative translation X [m] -0.0527279
y Relative translation Y [m] 0.675142
z Relative translation Z [m] -0.00520583
Ok Relative quaternion X 0.000833464
o} Relative quaternion Y -3.65699e-05
(o} Relative quaternion Z 0.00753978
O Relative quaternion W 0.999971
Information(1,1) | Information matrix term 100
Information(1,2) 0
: Remaining information terms
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3.5. Security challenges of the back-end

As previously mentioned, pose graph optimization is carried out by the robot with the
lowest ID among those connected through loop closures. Moroncelli et al. [50] assumed
global communication among the robots to simplify the integration of blockchain technol-
ogy into Swarm-SLAM. Although this assumption facilitates the integration of blockchain
into Swarm-SLAM, it also introduces a single point of failure, In fact, if the optimizer
robot is Byzantine, it can generate a poorly optimized map, leading all other robots to
rely on incorrect trajectory estimates, potentially resulting in catastrophic consequences.

One contribution of my research is to characterise the di erent ways in which a Byzantine

robot could harm the pose graph generation and optimization process. | identify several
potential sources of inconsistency, ranging from the input data provided to the PGO,

to the optimization process itself, and the resulting output. Figure 3.11 illustrates a

schematic representation of these inconsistencies.

Figure 3.11: Scheme of the various sources of inconsistency that could act on the pose
graph optimization.

" Incorrect input data: Pose graph optimization is a constrained optimization
process that operates on a factor graph composed of odometry and loop closure
edges. A Byzantine robot may inject noise into this input data, potentially resulting
in a poorly optimized map. In previous sections, we discussed a Byzantine fault-
tolerant protocol that safeguards the system against malicious loop closures. This
study builds upon that work by extending the protection mechanism to also address
the issue of Byzantine odometry estimates.
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" Internal parameter corruption: By internal error, | refer to some form of tam-
pering or unintended modi cation of the internal parameters of the PGO process.
A detailed explanation of these internal parameters will be provided later in this
thesis.

Incorrect output transmission: This refers to a type of tampering or disturbance
that can occur in the well-optimized pose graph, causing distortions. The pose graph
Is structured so that edges connect di erent robot poses. A Byzantine robot could
behave honestly during the PGO process but later act maliciously by modifying the
edges of the graph, thereby corrupting it.

In the following subsections, | provide a detailed explanation of each source of inconsis-
tency, in order to characterize the speci c form of Byzantine behavior associated with
each case. To explain the details, | rst illustrate how a pose graph is encoded and its
structure.

3.5.1. Incorrect input data

By "incorrect input data”, | refer to the intentional injection of arti cial noise into the
PGO inputs (odometry and loop closures) by a Byzantine robot. We have already seen the
problem of noise injection in the loop closures in Section 3.3; here, | focus on the drift that
can be added to the odometry estimates. From a real world perspective this behaviour
models faulty sensors that could provide poor readings or a malicious robots that wants
to distort the global pose graph. | simulated this source of inconsistency with ARGoS
simulator [58] employing ve robots making a random walk in a unknown environment,
four of them with a very accurate odometry estimation and one Byzantine robot with a
noisy odometry. Figure 3.12 shows the outcome of this injection of noise in the odometry
for one robot. | created the loop closures as soon as two robots are in communication
range.
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Figure 3.12: Trajectories of ve di erent robots where four of them are trustworthy and
one of them is Byzantine. The image shows that the trajectories of the four honest robots
are identical to the ground truth, in fact, the dashed grey line representing the ground
truth and the blue line representing the estimated trajectories of the honest robots are
overlapping, while the Byzantine one is adding noise to its estimates leading to a big
absolute trajectory error as we can see from the colours that shows the magnitude of

error for each point.
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By running the GNC optimizer [33] a robust optimization algorithm introduced in the
GTSAM library [15] to address non-linear optimization problems in the presence of out-
liers on the pose graph shown in Figure 3.12, | observed that it fails to adequately re ne
the graph. This indicates that even advanced solvers like GNC struggle to handle large
sources of noise in the odometry measurements. In Figure 3.13 | show the resulting pose
graph after optimization.

Figure 3.13: The resulting pose graph after optimization, shown in the gure, demon-
strates that the optimizer fails to e ciently re ne the map. In fact, several points still
present high errors, as indicated by the colors that represent the error magnitude at each
node. Moreover, the optimization slightly perturbs trajectories that were previously well
aligned with the ground truth.
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3.5.2. Internal parameter corruption

As previously mentioned, by internal parameter corruption | refer to some form of tam-
pering or unintended modi cation of the internal parameters of the PGO process. My
study involves identifying parameters that signi cantly in uence the optimization result.

A Byzantine robot could tamper with these parameters, leading to an inaccurate opti-
mized pose graph. An important parameter is theovariance matrix . The covariance
matrix essentially gives a weight to each odometry edge and loop closure during the PGO
given our trust on them. If the covariance associated with an edge is high, it indicates low
con dence in that measurement, and consequently, it should have a low weight during the
PGO, viceversa, if the covariance is low, it means that we can give high trust on the mea-
surement and it should weight more during the pose graph optimization. The covariance
is a value that we can choose based on the calibration and testing of the sensors, if during
calibration, it is observed that one sensor is less accurate than another, the covariance
matrix values associated with the less accurate sensor should be set higher than those of
the more accurate one.

In order to study the impact of the covariance into the system, | run a series of experi-
ments assigning to each robot di erent levels of covariance. | performed these tests using
GRACO dataset [80], a dataset collected to help in the SLAM system's development and
evaluation. It consists of a real world dataset collected by a group of ground and aerial
robots equipped with Light Detection and Ranging (LiDAR), cameras, and Global Navi-
gation Satellite/Inertial Navigation Systems (GNSS/INS). All sensors were well-calibrated
and triggered by a self-made synchronization module, and the synchronization accuracy
can reach millisecond level.

During testing, | observed that modifying the covariance values from the default settings
used in Swarm-SLAM PGO either increasing or decreasing them can result in a faulty
map that signi cantly deviates from the ground truth. This implies that a Byzantine robot
optimizer could manipulate these covariance values, potentially leading to catastrophic
outcomes. In Figure 3.14, | present one of the several results obtained from these tests.
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Figure 3.14: Results of a test with altered covariance values for odometry estimates.
The rst image shows the optimized pose graph using the default covariance value used
in Swarm-SLAM (100), which corresponds to a relatively high trust in the odometry
measurements; the result is almost identical to the ground truth. The second image
shows the optimized pose graph after increasing the covariance to 500, which reduces
the trust placed in the odometry data. As a consequence, the optimization relies less
on odometry and deviates more from the ground truth, leading to a clearly distorted
trajectory
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3.5.3. Incorrect output transmission

This is the nal type of potential inconsistency examined in this study that may occur in
the presence of Byzantine robots. In this case, | assume that all robots operate correctly
in the front-end; that is, no robot produces signi cantly inaccurate odometry estimates,
and all loop closures are valid. | also assume that no internal errors are present, meaning
there is no tampering with the covariance values. Under these assumptions, the back-end
is expected to function correctly, and the optimized map should be continuously re ned.
However, a Byzantine robot optimizer could wait for the correct outcome of the PGO
and subsequently inject arti cial noise into the poses and edges of the factor graph. It
is worth noting that the pose graph is stored as a text le, making it relatively easy for

a malicious robot to access and modify it. In Figure 3.15 | show that this inconsistency
can lead to a completely distorted pose graph.
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Figure 3.15: Dierence between the correctly optimized pose graph (panel 1) and the
same pose graph after being tampered with by adding Gaussian noise to its poses (panel
2). The GRACO dataset was used to run Swarm-SLAM experiments.
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4 ‘ Protecting Swarm-SLAM

In this chapter, | present the proposed solutions to the problems outlined in the previous
chapter. | begin by summarizing the key aspects of an existing Byzantine fault-tolerant
protocol designed to ensure the correct injection of loop closures into the system. | then
present my original contribution, which focuses on enhancing the security of the back-end.

4.1. Protecting Swarm-SLAM front-end

The following discussion focuses on protecting the Swarm-SLAM front-end, with par-
ticular attention to the protocol that safeguards loop closure injection against Byzantine
robots. | also present the positive results achieved by employing this protocol in a Gazebo
simulation.

4.1.1. Byzantine fault-tolerant protocol

Recognizing the critical role of loop closures in constructing a consistent pose graph,
Moroncelli et al. [50] developed a Byzantine fault-tolerant protocol to verify the validity

of loop closures before injecting them into the system. In a Byzantine fault-tolerant
system, the design principles ensure resilience against erroneous and potentially malicious
behaviors from a certain proportion of nodes or components within the system, including
those that may intentionally transmit incorrect information.

The building blocks of a Byzantine fault-tolerant system are [44]:

A

Replication: multiple copies or versions of critical information should exist to ght
against malicious attacks.

Voting or consensus mechanism:  the entities of the distributed system must
reach an agreement to maintain e ective decision-making capabilities.

Majority agreement:  decisions are taken based on democratic principles.

Redundancy and diversity:  redundancy should be present at every level, ensur-
ing that the system can continue functioning even if some components fail.
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" Cryptographic security: privacy and authenticity must be preserved.

To ensure system decentralization and meet these requirements, blockchain technology
is employed. Blockchain technology, introduced in 2.3 generates and maintains an im-
mutable digital ledger that records transactions among agents in a peer-to-peer network
[19]. While initially designed for nancial transactions between humans, blockchain has
been applied across a wide range of domains. In contrast to a centralized controller,
blockchain o ers several bene ts: its decentralized nature allows easy integration within
Swarm-SLAM by distributing control of information throughout the swarm, thereby elim-
inating the risks associated with relying on a single central server, a scenario unsuitable
for Swarm-SLAM. Additionally, blockchain ensures that stored data is tamper-resistant,
preventing unauthorized modi cations by malicious robots. Finally, with blockchain tech-
nology we have access to smart contracts, programs that reside on the blockchain and can
be executed by all the participants.

In this implementation, ToyChain's smart contracts are used to Iter out false information
originating from the robots. Each robot acts as a ToyChain node, collectively maintain-
ing the blockchain network through simulated peer-to-peer communications. The con-
sensus protocol employed is Proof of Authority (PoA), the standard protocol used by
Toychain, where robots authorized to validate transactions are selected based on their
reputation within the network. In contrast, Proof of Work (PoW) the protocol used

by Bitcoin relies on computational power, which is often impractical in robot swarms
due to their limited computational capabilities. Since Swarm-SLAM already demands
signi cant computational resources for data processing and optimization, choosing PoA
is the most sensible approach.

When Swarm-SLAM is secured by the ToyChain, loop closures need to pass a ltering
mechanism before being processed by the back-end. Every robot that wants to propose a
loop closure need to make a transaction to the Toychain. Once consensus is reached and
the smart contract execution results in the approval of a new set of loop closures, these
loop closures are accepted by the robot responsible for optimizing the pose graph. Figure
4.1 depicts the work ow of the ToyChain when a transaction is registered from a robot.
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Figure 4.1: Work ow of the ToyChain when a transaction is registered from a robot. In
step ‘New transaction' it is represented a robot that wants to propose a new transaction,
that in this case corresponds to the registration of an inter-robot loop closure. The robot
must stake some amount of digital asset to register the transaction (the robot posses a total
amount of wealth represented by the money bag). Following the sequence dictated by the
purple arrows, the step "Block formation' represents the block production, where multiple
transactions are grouped together and registered in a block and added to the blockchain.
At each regular interval, each node requests information about the blockchain and the
mempool of its peers. So, blocks synchronisation happens and the information is shared
across the network at step 'Block sharing'. Before the block registration into the chain,
the new block must be approved by a consensus protocol. | use Proof of Authority in step
"New block is approved by consensus'. In step Block registration in the chain’, a block
is registered and signed into the blockchain in a tamper-proof and immutable manner.
Figure taken from [49].

A transaction registers and makes public sensible data that compose the loop closure:

" Descriptor of the scene: Which scenes in the map are recognized by the robot;
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the map contains a total of nine scenes that the robot can recognize.
ID sender: which robot is sending the keyframe to perform local matching.
ID receiver: which robot receives the keyframe.

Pose of the sender: pose of the robot (X, y position) sending the keyframe at the
moment it recognized the scene.

Pose of the receiver. pose of the robot (X, y position) receiving the keyframe at
the moment it recognized the scene.

keyframe sent: keyframe sent by the robot to perform local matching.

Transformation:  geometric transformation from the pose of the robot receiving
the keyframe to that of the robot sending it. During the entire process, an inter-
robot loop closure is treated as high-level and lightweight information that represents
a geometric transformation between two robot poses, based on raw and heavy data,
e.g., images or LIDAR point clouds.

When the ToyChain receives a transaction, it triggers a smart contract that performs a
consistency check on the loop closures using geometric veri cation. A loop closure repre-
sents a geometric transformation from one robot's pose to another's, modeled as an arrow.
If there are at least three loop closures associated with the same scene in the map and
involving three di erent robots, the smart contract veri es whether these loop closures
form a triangle. If a triangle is formed, the loop closures are validated and allowed to
enter the pose graph optimization; otherwise, they are rejected and excluded from the op-
timization process. Furthermore, each robot is required to spend some cryptocurrency to
initiate a transaction. If a triangle of loop closures is successfully validated, the involved
robots are refunded their cryptocurrency; otherwise, they lose it. This mechanism serves
as a reputation system, e ectively excluding Byzantine robots from initiating new trans-
actions. Malicious behavior causes their cryptocurrency balance to continuously decrease
until they eventually lack su cient funds to perform further transactions. In Figure 4.2

| make a visual example of this ltering method.
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Figure 4.2: Visual example of geometric veri cation where each robot spends some cryp-
tocurrency to initiate a Toychain transaction. Upon receiving data, a smart contract is
triggered to verify whether the loop closures form a triangle. If such a triangle is formed,
the loop closures are validated and the robots are refunded their cryptocurrency. How-
ever, if a robot maliciously proposes incorrect loop closures causing the triangle not to
form, the loop closures are rejected, and the robots do not get their cryptocurrency back.
This process ensures the reliability of the loop closures through geometric consistency and
discourages malicious behavior.

Thanks to this ltering mechanism, only veri ed loop closures can enter the pose graph
optimization and through the reputation mechanism, Byzantine robots cannot inject false
information as soon as they run out of cryptocurrency. An important feature of this
Byzantine-fault-tolerant protocol is the security level parameter . The security level
indicates how many times an inter-robot loop closure has been validated by a di erent
triplet of robots and hence, how secure it is. When a new loop closure is proposed, its
security level is zero. When the loop closure becomes part of a validation triangle with
other two loop closures proposed by two di erent robots, its security level is set to one.
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Each time the loop closure is included in other validation triangles involving di erent robot
pairs, its security level increases by one. In our work, as soon as a loop closure reaches the
security level one, it is included in the PGO and the smart contract returns the deposited
authorisation tokens to the robot. This means that we secured the system from individual
Byzantine robots, but not from colluding ones. However, the minimum security level can
be increased to protect the system against potential collusion of Byzantine robots, albeit
at the cost of a higher latency. The smart contract also gives a reputation token to the
robots each time their loop closures lead to a security level increment. Therefore, robots
that submit valid loop closures increase their reputation over time as more peers validate
the loop closures, increasing their security level. In Figure 4.3 | make a visual example to
better explain this feature.

Figure 4.3: Visual representation of the evolving process as multiple triangles are created.
The security level (SL) example in the text is extended: six robots (R1, R2, R3, R4,
R5, and R6) recognised the same scene (the purple icon), and four triangles (black, red,
green, and purple) are measured and veri ed. In particular, the black is the rst triangle
validated, its loop closures were created early in time with respect to the others. Sub-
sequently, as soon as new loop closures are proposed by di erent robots, they complete
new triangles with the loop closure already present. For instance, two green loop closures
appear and they complete a green triangle with the black loop closure. All loop closures
have at least security level equal to 1 because they all participate in one triangle validation.
Loop closures with SL bigger than 1 are highlighted in light blue. The loop closure from
R2 to R3 has SL of 2 because it is involved in two triangles (the black and the green). The
loop closure from R3 to R1 has SL of 3 because it is validated three times from the black,
green and purple triangles. Notice that, for example, security level equal to 3 is possible
when three triangles are approved from di erent sets of robots. Hence, the number of
agents required to reach SL of 3 is ve. Image taken from [49].
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4.1.2. Simulation results

This Byzantine fault-tolerant protocol was tested in a Gazebo simulation [37] employing
eight TurtleBot3 Wa e model robots [1] and with eight scene (that works as landamarks)
that the robots can regognize in order to calculate inter-robot loop closures with the
others. Each robot operates with its own noisy odometry data, runs an instance of
Swarm-SLAM, and manages blockchain functionalities. During rendezvous, the robots
exchange information, compute loop closures, and synchronize their blockchain states.
While honest robots generate accurate loop closures, Byzantine robots introduce noise
into the geometric transformations. Figure 4.4 shows the Gazebo map, where the white
lines represent the walls, the red triangles indicate the nine scenes present in the map,
and the blue dots represent the robots.

Figure 4.4: Gazebo simulation with eight TurtleBot3 Wa e robots (blue dots) and eight
scenes (red triangles) used as landmarks for computing inter-robot loop closures.

Initially, tests were conducted without Byzantine robots to verify whether the loop clo-
sures could compensate for the intrinsic noise in the odometry. The results, shown in
Figure 4.5, demonstrate how loop closures signi cantly enhance the accuracy of the pose
graph.
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